1804.203

Work, to the NASA Center for Aero-
Space Information (CASI), Attention:
Document Processing Section, 7121
Standard Drive, Hanover, MD 21076-
1320.

[64 FR 36606, July 7, 1999]

1804.203 Taxpayer identification infor-
mation.

Instead of using the last page of the
contract to provide the information
listed in FAR 4.203, NASA installations
may allow contracting officers to use a
different distribution method, such as
annotating the cover page of the pay-
ment office copy of the contract.

[64 FR 1528, Jan. 11, 1999]

Subpart 1804.4—Safeguarding
Classified Information Within
Industry

1804.402 General.

(b) NASA security policies and proce-
dures are prescribed in NPD 1600.2A,
NASA Security Policy; NPG 1600.6A,
Communications Security Procedures
and Guidelines; NPG 1620.1, Security
Procedures and Guidelines; NPG 2810.1
and NPD 2810.1 Security of Information
Technology.

[66 FR 53546, Oct. 23, 2001]

1804.404-70 Contract clause.

The contracting officer shall insert
the clause at 1852.204-75, Security Clas-
sification Requirements, in solicita-
tions and contracts if work is to be per-
formed will require security clear-
ances. This clause may be modified to
add instructions for obtaining security
clearances and access to security areas
that are applicable to the particular
acquisition and installation.

1804.470 Security requirements for un-
classified information technology
resources.

1804.470-1 Scope.

This section implements NASA’s ac-
quisition-related aspects of Federal
policies for assuring the security of un-
classified automated information re-
sources. Federal policies include, but
are not limited to, the Computer Secu-
rity Act of 1987 (40 U.S.C. 1441 et seq.),
the Clinger-Cohen Act of 1996 (40 U.S.C.

48 CFR Ch. 18 (10-1-02 Edition)

1401 et seq.), Public Law 106-398, section
1061, Government Information Security
Reform, OMB Circular A-130, Manage-
ment of Federal Information Re-
sources, and the National Institute of
Standards and Technology security
guidance and standards.

[67 FR 48815, July 26, 2002]

1804.470-2 Policy.

(a) NASA policies and procedures on
security for automated information
technology are prescribed in NPD
2810.1, Security of Information Tech-
nology, and in NPG 2810.1, Security of
Information Technology. The provision
of information technology (IT) security
in accordance with these policies and
procedures, is required in all contracts
that include IT resources or services in
which a contractor must have physical
or electronic access to NASA’s sen-
sitive information contained in unclas-
sified systems that directly support the
mission of the Agency. This includes
information technology, hardware,
software, and the management, oper-
ation, maintenance, programming, and
system administration of computer
systems, networks, and telecommuni-
cations systems. Examples of tasks
that require security provisions in-
clude:

(1) Computer control of spacecraft,
satellites, or aircraft or their payloads;

(2) Acquisition, transmission or anal-
ysis of data owned by NASA with sig-
nificant replacement costs should the
contractor’s copy be corrupted; and

(3) Access to NASA networks or com-
puters at a level beyond that granted
the general public, e.g. bypassing a
firewall.

(b) The contractor must not use or
redistribute any NASA information
processed, stored, or transmitted by
the contractor except as specified in
the contract.

[66 FR 36491, July 12, 2001]

1804.470-3 Security plan for unclassi-
fied Federal Information Tech-
nology systems.

(a) The requiring activity with the
concurrence of the Center Chief Infor-
mation Officer (CIO), and the Center
Information Technology (IT) Security
Manager, must determine whether an
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IT Security Plan for unclassified infor-
mation is required.

(b) IT security plans must dem-
onstrate a thorough understanding of
NPG 2810.1 and NPD 2810.1 and must in-
clude, as a minimum, the security
measures and program safeguards
planned to ensure that the information
technology resources acquired and used
by contractor and subcontractor per-
sonnel—

(1) Are protected from unauthorized
access, alteration, disclosure, or mis-
use of information processed, stored, or
transmitted;

(2) Can maintain the continuity of
automated information support for
NASA missions, programs, and func-
tions;

(3) Incorporate management, general,
and application controls sufficient to
provide cost-effective assurance of the
systems’ integrity and accuracy;

(4) Have appropriate technical, per-
sonnel, administrative, environmental,
and access safeguards;

(5) Document and follow a virus pro-
tection program for all IT resources
under its control; and

(6) Document and follow a network
intrusion detection and prevention pro-
gram for all IT resources under its con-
trol.

(c) The contractor must be required
to develop and maintain an IT System
Security Plan, in accordance with NPG
2810.1, for systems for which the con-
tractor has primary operational re-
sponsibility on behalf of NASA.

(d) The contracting officer must ob-
tain the concurrence of the Center
Chief of Security before granting any
contractor requests for waiver of the
screening requirement contained in the
clause at 1852.204-76.

[66 FR 36491, July 12, 2001]

1804.470-4 Contract clauses.

The contracting officer must insert a
clause substantially the same as the
clause at 1852.204-76, Security Require-
ments for Unclassified Information
Technology Resources, in solicitations
and contracts which require submis-
sion of an IT Security Plan.

[66 FR 36491, July 12, 2001]

1804.570-2

Subpart 1804.5—Electronic
Commerce in Contracting

SOURCE: 63 FR 9954, Feb. 27, 1998, unless
otherwise noted.

1804.570 NASA Acquisition Internet
Service (NAIS).

1804.570-1 General.

The NASA Acquisition Internet Serv-
ice (NAIS) provides an electronic
means for posting procurement syn-
opses, solicitations, and associated in-
formation on the NAIS Internet site
which in turn, automatically posts rel-
evant information onto the Govern-
mentwide point of entry (GPE).

[66 FR 53546, Oct. 23, 2001]

1804.570-2 Electronic Posting System.

(a) The NAIS Electronic Posting Sys-
tem (EPS) enables the NASA procure-
ment staff to—

(1) Electronically create and post
synopses on the NAIS Internet site and
the GPE; and

(2) Post solicitation documents, in-
cluding solicitation amendments or
cancellations, and other procurement
information on the NAIS Internet site
with linked references on the GPE.

(b) The EPS maintains an on-line
index linking the posted synopses and
solicitations for viewing and
downloading.

(c) The EPS shall be used to—

(1) Create and post all synopses in ac-
cordance with FAR part 5 and NFS
1805; and

(2) Post all competitive solicitation
files, excluding large construction and
other drawings, for acquisitions ex-
ceeding $25,000.

(d) The NAIS is the official site for
solicitation postings which in turn,
automatically posts relevant informa-
tion onto the Government-wide point
of entry (GPE). In the event supporting
materials, such as program libraries,
cannot be reasonably accommodated
by the NAIS, Internet sites external to
NAIS may be established after coordi-
nation with the contracting officer.
Such sites must be linked from the
NAIS business opportunities index
where the solicitation resides. External
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